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KubeprpecTynmuukyu ¥ MOILIEHHUKM He MMEIOT Kakou-nmb6o Haubosee
PacIpoCTPaHEHHOM CXEMbl, KOTOPYIO Obl OHU MCIIO/Ib30BaJIM JIJIS IPOBEIEHMS aTaK
Ha JXuTejie ACTpaxaHCKOM 006y1acTy. 3JIOYMBIIUIEHHUKM JIETKO aJanTUPYIOTCS
MOJ, KPU3MCHbIE CUTYaLMM, CTapasiCb HAXKUTbCS Ha 3MOILMOHAJIbHOM COCTOSTHUM
monen. IIpu aTom, BeIOOp cltocoba MOIIIEHHMYECTBa, MPEXae BCEro, 3aBUCUT OT
1iejiei, KOTOpble CTaBAT 1epel, coboy adepucTbl, OT HaAUUMIg Y HUX
COOTBETCTBYIOIIMX PECYPCOB, BpeMeH! Ha MOJrOTOBKY M KBaJIM(pUKALIAMN.

OBK YMB/ Poccum mo AcTpaxaHCKOM 067aCTM BbIfe/IeHbl HECKOJbKO
HamboJiee pacpoOCTPAHEHHBIX CITIOCOOOB COBEPILIEHMS ITPECTYIIIEHWIA:

- Cxema 1. 3BOHKM 1 cOOOIIeHNs 13 OaHKa.

- CxemMa 2. 3BOHKM U COOOLIEHMS] OT rOCYJapCTBEHHbIX BEJOMCTB.

- Cxema 3. OmepaTopbl COTOBOM CBSI3N.

- Cxema 4. ITpenyioxkeHus oT JIKEOPOKEPOB M MHBECTUIIMOHHbBIX KOMITAaHUM.

- Cxema 5. O611eHme ¢ paboTomaresiem.

- Cxema 6. 3BOHKM MJIM COOOILEHMST OT 3HAKOMBIX.

- Cxema 7. CanTbl 6eCIyiaTHbIX OOBSIBJIEHUIA.

CoumanbHble CETM U MECCEHIKephbl uYallle BCEero MWCIONb3YIOTC MIJIs
MaKCMMaJbHOI'O OXBaTa ITOTEHIMAJbHBIX KepTB. I[IpM sTOM TamM OOBIUHO
MOILLIEHHMYECKME CXEMbI JOCTATOYHO MPUMUTUBHBIE, IOITOMY MX HEJIb3s Ha3BaTb
3 hEKTUBHBIMUA.

Hamnbosee BbIrogHBIM CITOCOOOM MOILIEHHUUYECTBA )1 aepuCTOB SIBISIOTCS
0oObIuHble Teje(OHHbIE 3BOHKM, KOTOpble IIPMHOCST KUOEepIpecTyIHMUKaM
IOCTaTOUHO HEIUIOXME JOXOJbl, IOTOMY UTO MHOTrME IPUMEHsSeMble B XOHe HUX
CXeMbl JaBHO OTpPabOTaHbl, 3JI0YMbIIUIEHHUKU, JaBHO MPUCYTCTBYIOIIME B 3TOM
chepe meaTesbHOCTI, UMEIOT TOCTaTOYHO BbICOKME HABBIKM MPUMEHEHUS METOIUK
COLMAJIbHOM MH)KEHEPUN.

B ciryuae nmpoBefeHnst KPYITHBIX eIMHOBPEMEHHbBIX KMOepaTak MaKCUMMaIbHO
NpUOBUIbHBIMU  [IJIS  3JIOYMBILUUIEHHUMKOB  Ceiuac SBJSIIOTCS  PacCbUIKU  C
BJIOXeHMsIMM B Buze BpenoHocHoro IIO (vawie Bcero 3TO Iporpammbl-
BbIMOraTesin). Eciin mosb3oBaTesib OTKPOET Takoe MMChbMO, CKavyaeT M 3allyCTUT Ha
CBOEM YCTPOMCTBE BJIOSKEHHBIN (aiiji, TO BCe ero JaHHble Ha KOMITbIoTepe GYyIyT
saim@poBaHbl. [Togo6HbIe IeCTBUSI 0COOEHHO OMAaCHbI B CJIy4ae, eC/ii OTKPBITUE
daiyla TMPOMCXOAMUT Ha KOPIOPATMBHOM  yCTpoiicTBe. B  atom  ciiyyae
3JIOYMBILIJIEHHUKMA  MOTYT  CKOMITIpOoMeTMpoBaTth Bcio  IT-uHdpacTpykTypy
OpraHu3alym.

Cxema 1. 3BOHKM ¥ COOOIIIEHNST 3 OaHKa

Ellle oiuH TOMYJSIpHBIM ClLieHapuid — NOMOIIb B COXPAaHEHMUM [I€HEXXHbIX
cpenctB. Adepuctsl Mo, BUAOM COTPYOHMKOB baHka Poccuy cooOuiatoT >kepTBe
O TOM, UTO KTO-TO IbITAeTCSI IOXUTUTb JIEHbI'M C ee cueTa. YToObI X CIacT, HAJIO0
nepeBecTy CpefcTBa Ha «6e3omacHblii» cueT B LIB PD. Tlo serenpe 3To BpemeHHas
Mepa — Ha Mepuoj, MoucKa MPeCcTyIHUKOB. A TIOTOM BCIO CYMMY Ue€JIOBEKY SIKOObI
BO3MECTSIT HaJIMYHbIMU B rpuemHon banka Poccun B Mockse.
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Hapsiny ¢ jokuBbsiMU yrposamu 06 obopMyieHMM KpeanTa Ha MMS BJiaiesblia
GAHKOBCKOM KapThbl JPYTUMM 4Y€JOBEKOM WMJIM IOJO3PUTEIbHOM OIepauyun 1Mo Heu —
MMOSIBUJIUCH ¥ HOBBIE CLIEHApUN.

MollleHHUKM TI0J BUIOM CIIELMaJMCTOB TEXMOANEPKKM (PMHAHCOBBIX
opraHmusalyil IpeJaraloT yCTaHOBUTb Ha CMapT(OH IPUJIOKEHMe IS ITOMCKa
BUPYCOB. JTO BPEJOHOCHOE MpOrpaMMHOe obecrneueHmne, KOTOPOe OAaeT JOCTYI
K TesiepoHy >KepTBbI U €ro IaHHbIM.

[Tonb3yiiTecb  TONBKO  OMULMAJBHBIMM  pecypcamy  (pMHAHCOBBIX
opraHusanyii. Ecsim BaM 3BOHAT COTPYAHMKM OaHKa M pasroBOP C HUMU KayKeTCs
IO 03PUTEIbHBIM, TTepe3BOHNUTE Ha OMUIMAIbHBIN HOMEp, Pa3MelleHHbI Ha caliTe
(uHaHCOBOM opraHmsanuu. Tam >ke Bbl MOXKETE€ HAaUTU CChIIKM Ha OpuiMaIbHbIe
GaHKOBCKME IIPUJIOKEHMS ¥ CKadaTh UX.

Cxema 2. 3BOHKU U COOﬁgEHHﬂ OT TOCVIapPCTBEHHBIX BETOMCTB

YacTo MOIIEHHMKM 3BOHST WJIM TIMIIYT YeJOBEeKY SKOObl OT JIiMIa
corpyaaukoB MCB, Pochunmonuropunra, ®HC, CoumanbHoro ¢ouga Poccun,
noprana «['ocycayru». Camasi paclpoCTpaHeHHas VYJOBKa - TIpeaJIosKeHue
MOJIYYUTh KaKyl0-JIM60 rocygapCcTBeHHYIO BbIIaTy. CxeMa Kjaaccuyeckasi: Bbl HAM
JaHHbIe KapThl, Mbl BaM — JeHbIr'M. EcTb u aApyron cueHapuit. Hanpumep, 3BOHOK
OT IMpeaCcTaBUTeseN CIeICTBEHHbIX OpraHoB MM PocUHMOHUTOPUHTA C YTPO30it
OJIOKMPOBKM CYETa, II0 KOTOPOMY SIKOOBI 3a(UMKCHMPOBAHbl COMHUTEIbHbIE
onepauyn. YToObl 3TOro M3bekaTb, MOIMIEHHUKM TPeOYIOT ormiatuTh wmrpad. s
ybeIuTeIbHOCTY OHM MOTYT JIa)Ke MPUCIaTh KBUTAHLUMIO Ha ODUIMaIbHOM Gj1aHKe
BEJIOMCTBA.

Ecim  Bbl MOAYYMIM  TOAOOHbIE COOOILEHMS —  IIPOUTHOPUPYUTE
UX ¥ 00paTUTeCh HAIIPSIMYIO B TOCY/IaPCTBEHHYIO OpraHM3aluio.

Cxema 3. OnepaTopbl COTOBOV CBSI3U

ITon BUIOM CrielnaanCcTOB M3BECTHBIX TEJIEKOMMYHMKAIIMOHHBIX KOMITaHUIA
MOILLIEHHMKM  CTapaloTCI  IOJYYMTb JOCTYII K aKKAyHTy II0JIb30BaTeis
«['ocyciyrmn».

OHM 3BOHAT JKEpPTBE ¥ YTBEPXKIAIOT, UTO [EeMCTBYIOIIMII TOTOBOP
3aKaHYMBAETCSI M €ero HeoOXOAMMO MPOJIUTh, MHAUe HOMEp INepefaayT APYroMy
aboneHTy. Vot HMKy[a He HY)XXHO, BC€ MOXKHO cAenaTh Mo TenedoHy, yBepsieT
3JI0YMbILIJIEHHUK. [OCTaTOYHO NpOAMKTOBATH Koja M3 cMc. Crenymooimi mar -
TIepenTy o CChUIKE, IIe HY;KHO BBECTH ellle OVH KO/I.

TakuM obpa3om ueJIoBeK He MPOoJJIeBaeT JOI0OBOP, KOTOPhIM Ha CaMOM JieJie
ABJISIETCST OECCPOYHBIM, a IMPeIOCTaB/IsieT JaHHbIe JJIT BXOJa B JIMUHBINA KaOMHET
Ha rnioprtajie «['ocyciyru» u Bcro MHMOpMaLMIo 0 cebe, KOTopas XpaHUTCS Ha 3TOM
pecypce.

EcTb u gpyrast 1e/ib, KOTOPYIO MpPEC/IeAYIOT MOILIEHHUKY, MPeICTaB/IssICh
ornepaTopom cBs3u. JKepTBe TakyKe MOCTYIaeT 3BOHOK C MPeAJIOKEeHNEM 110 CMeHe
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TapudHOro T1JIaHa, TIOAK/IIOUYEHMEM OIIIMIA, 3aMeHbl Sim-KapTbl. YTOObI
peasM30BaTh J1l0OOEe U3 AENCTBUM, aDOHEHTY HeOOXOAMMO IPOJMKTOBATHL KO, U3
CMC, KOTOpbIM mpuaeT Ha ero Homep. C MOMOIIBIO 3TOrO KO/a 3JI0YMBIIIIEHHUK
MoJIyyaeT AOCTYIT K JIMUYHOMY KaOMHETYy IMOJib30BaTesisi Ha O@ULMAJIbHOM CaiTe
ornepaTopa. A yKe TaM OH HacTpauBaeT Iepeajipecallfio COOOIIEHMIA 1 3BOHKOB C
HOMepa >KepPTBbI Ha CBOIA.

Oro ;menaercs i TOro, UTOOBI B aJIbHEHIIIEM MOITBEPsKIATh PasHOTO poja
omepauuu: BbIBOJ CPEICTB ¢ OaHKOBCKMX KapT aboHeHTa, o)OpMJIEHME Ha HEro
KpeauTa.

Bbl MOkeTe OGHOBUTH IEpPCOHaJIbHbIE HaHHbIE, OOPATUBIINCH 33 YCJIYTOM
JIMYHO — B oduce omepaTopa CBsI3Y WM B JIMYHOM KabuHeTe Ha ero opuuyaaibHOM
roprasie (HO He IO CCBIJIKE U3 CMC).

He HaspiBaliTe HMKaKMX [HJaHHbIX He3HAaKOMbIM Mo Tenedony. Ecan
COMHEBaeTeCh, MTO3BOHMUTE OIEpPaToOpy CBSI3UM IO HOMEpPY, KOTOPbIM pasMelleH Ha
ero opuiaIbHOM CalTe.

Cxema 4. HDEHQ!O)KGHHH oT J'DKEﬁ[!OKE[!OB M MHBECTUIITMOHHbIX KOMIIaHUM

3/I0YMBILIJIEHHMKIM CBSI3bIBAIOTCSI C MOTEHLMAJIbHBIMM MHBECTOPAMMU Uepe3
CcollMa/ibHbIe CeTM WIM 3BOHSAT WM TIOJi BUAOM COTPYIHMKOB W3BECTHBIX
VMHBECTULIMOHHBIX KoMIaHuit. [IpeajioskeHne 3aMaHUMBOE — HYXKHO JIMIIb OTKPBITh
«Opokepckui» cuet u mHBectTupoBatb OoT 10 000 py6nei. loxom — He MeHblle
MUJITMOHA.

Inst  OTKpBITMSI TaKOrO CuyeTa MOLUEHHUMKM TpebOyIOT YCTaHOBUTD

MIPUJIOKEHNE.
Ilanee nporpaMma MUMUTUPYET SIKOObI POCT JJOXOA0B OT MHBECTULIMIA, B TOM 4MCJIe
B KpuUITOBaIOTY. Kak TOJIBKO Yy «MHBECTOpa» BO3HMKAaeT >KejaHue BbIBECTU
JIIeHbT'M CO CueTa — HAuYMHAKTCS NMpobseMbl. JIXkeOpoKepbl TOBOPST, UTO CHeIaTh
9TO CJIOKHO. Hy)XKHO TIIOMOJHUTH CYEeT elle pa3 Ha OIpeleieHHYIO CYMMY,
OIUIATUTb «CTPAXOBKY» WJIM €KE€IHEBHOE pa3MellleHMe BaJIIOThl B «E€BPOMENCKOM
syerke» MO0 HAUTU MOPYYMUTEJIs, YTOObI MOKHO ObIJIO «OOHAINYUTBL» CPEACTBA.
B wurore uHBecTOp TepsieT CBOM [AEHBbrM, a 3a0AHO M HAIeXIy Ha Oymaylme
MUJIJTVOHBI.

OpyiH 13 BapMaHTOB 3TOM MOILIEHHUYECKON CXEMbI — YYaCTIe B YHUKAIbHOM
VHBECTULIMOHHOM OHJIaMH-TIPOEKTE M3BECTHOT'O GaHKa. 3aBJeKaloT
MOTEHLIMAJIbHbIX JKePTB IIpM TIOMOLIYM IIMCEM Ha 3JEKTPOHHYIO TOYTY.
3710yMbILIJIEHHUKY, O(MOpPMJISISI COOOILLEeHMe, KOMUPYIOT BU3YaJbHbIM CTUJIb
(bUMHAHCOBOV OpraHMsalMy M aajee Jisi yOeOUTEebHOCTM WUCIOJb3YIOT Te Ke
KOpITIOpaTUBHbBIE 1IBETA, JJOTOTUII M JIpyTrye 3jieMeHTbl. [ yuacTusi B «BbITOILHOM»
KaMIIaHU rpejjiaraeTcs nepenTn
10 CChUIKE U3 IMUChbMa.

[Tocie kepTBe TmpemIoKaT TMPOUTM  OINMPOC: YyKas3aTh 3apaboToK,
IIpEeAIIOYMTAEMbIl CIIOCOO XpaHEHUsS CPeNCTB M KOHTAKTHbIE HAHHbIE MJISI CBSI3MU
C mpeicTaBUTE/IEeM OpraHus3alumMu, a TakXkKe [OafayT [OCTYIl K CleluyaIbHOMY
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MIPUJIOKEHNIO. A yyKe TaM TMTOHaZ0OUTCS BBECTH IaHHbIE CBOE GAHKOBCKOM KapThl
- ¢ Hee a(epuCThI IOTOM M CIUIIYT AEHbIH.

[IpoBepbTe calT MHBECTUIIMOHHOM KoOMHaHuM uam O6pokepa. O6parture
BHMMaHMe Ha PEKBM3UTHI 1 HammMume auieHsun banka Poccun.

OTKaknUTeCh OT YCJIYT KOMITAHUY WJIX ee TIPeICTaBUTeJIei, eC/I OHU TTPOCSIT
nepeBecTy [OeHbM 3a YCAYTM Ha Kapty ¢usuueckoro Juiua (mbo uepes
9JIEKTPOHHBIN Komiesnek). O6s3aTe/IbHO 3aK/JIIOUMTe JOrOBOP M 3arpalluBaiTe
OT4YeT 06 OKa3aHUM OPOKEPCKAX YCIYT.

He BepbTe obeliaHusiM rapaHTUPOBAHHOIO BBICOKOI'O JIOXOAAa B KOPOTKUE
CPOKM.

Cxema 5. O611eHne ¢ paboToaaTeieM

I[lon, Bupom  Oyayuiero  paboromaresiss  MOLUIEHHUMKUM  ITPOBOJST
cobecenoBaHue, TIe OHM TIPOCAT KaHAMOATa 3arojHUTH aHKeTy. OmamH U3 ee
IIYHKTOB — HOMEp KapThl M Apyrue ee naHHble. Ha Hee 3/710yMbIlJIEHHUKA
06emaT MPOU3BOANUTDL OIIaTy. YTOOBI HMYEro He MPOMYCTUTh, OHM BKITFOUAIOT
3amMch 3KpaHa. HekoTopble MOILLIEHHMKM TIPOCIT YyKasaTb MHGOpPMaLMIO [0
HECKOJIbKMM GaHKOBCKMM KapTaM, eCJIM KaKyIo-TO SIKOObI He TTpUMeT OyXrajaTepus.

BmecTto momosiHeHMIA ¢ OaHKOBCKOM KapTbl COMCKaTe/si B Oymyliem
MIPOMCXOIAT CIVICAaHMs, a Ha paboTy ero Tak U He ycTpauBaioT. Haxojsich B moucke
paboTbl, MOXXHO HE€ TOJIbKO TOTEepATh HEHbIM, HO ¥ HAPYIIUTh 3aKOH, CTaB
COYYaCTHUKOM IPECTYIHBIX IEeMCTBUMNA.

B mocregHee BpeMsi Takke YYaCTMIMCh CJTyday BOBJIEUEHMSI TpakKaaH
B TPECTYMHYIO CXeMy, 3a HeOOoJblloe [AeHeKHOe BO3HarpakieHue, CBSI3aHHOe
¢ opopmiieHneM 6aHKOBCKMX KapT, a TaKyKe CUM-KapT.

Hponnepsl mam papomnbl (OT aHriamickoro drop — Opocarb, KamaTb) -
MO/ICTABHBIE JINIA, KOTOPbIE 3a/IeMICTBOBAHbI B HeJIETA/JIbHBIX CXeMax IO BbIBOIY
CpencTB ¢ OaHKOBCKMX KapT.

YacTo XepTBa He OCO3HAeT, UTO BOBJIeUeHA B IPeCTYIIHYIO cxemy. Belb
oObsB/IeHMEe O paboTe, HA KOTOPYIO OHAa YCTPaMBAeTCS, HE BBIIJISIAUT
MO/IO3PUTENIbHO. A OyayIIMiA paboTomaTesib rmocje cobeceqoBaHms TPeAOCTaBIISeT
IOTOBOp, OroBapyMBaeT YCJOBUS TPYy[a, CPOKU BBIMOJHEHMUS] pPabOThl U Apyrue
HIOQHCBI.

BHuMare/sbHO wM3yuyanTe TMpenJiosKeHue OT Oyaymiero paboromaTesst U
OoT3biBbI O HeM. He BepbTe o6GellaHMSIM JIETKOTO 3apaboTKa C MMHMMaJIbHOM
3aTpaToi COOCTBEHHOT'O BPpEMEHM.

[Ipy ob1IeHNM cOXpaHsITe XOJIOJHYIO I'0JIOBY, HE IOJIaBalTeCh 3MOLMSIM,
a TJIaBHOe - CJIeMUTe 3a [JTaHHBIMM, JOCTYIT K KOTOPBIM IIpeJJiaraercs
IIpeaOCTaBUTb.

Cxema 6. 3BOHKY MJIM COOOLIEHNS OT 3HAKOMBIX

Ellle ogHa TakTMKa 3JI0YMBILIJIEHHMKOB — PacChIJIKa COOOILEHMIA C TTPOCHOO
OIIOJDKUTH ieHer 6JM3KUM WK Apy3bsam. [Topoit B CBOMX ClieHapUsiX MOILLIEHHUKU
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3aXOIAT W [aJjibllie — WrpaloT Ha UYYBCTBAaX JKEPTBbI M COOOIIAIOT, UTO
ee PpOJACTBEHHMK Tionaj B Oemy. Eciam paHblie adepucram npuxoamnaoch
pasbIrpbIBaTh TeaTPaIbHbINA CIIEKTaKJIb, ITO/IIE/IbIBAasl TOJIOC, TO TeIlepb 3@ HUX 3TO
IeJlaeT UCKYCCTBEHHbIN MHTEJJIEKT.

3N0YMBILJIEHHMKM ~ B3JIaMbIBAIOT aKKAyHT II0JIb30BaTeJisl, CKauyMBaloT
roJIOCOBbIE COOOILIEHMSI M Ha UX OCHOBE F€HEPUPYIOT MOHOJIOT [Jisl JaJIbHEeMILero
obMaHa.

MOILLIEHHMKM B3/IaMbIBAlOT CTPAaHMIbI B COLIMAJbHBIX CETSIX M OOMaHOM
BbIMAHMBAIOT [JeHbI'M Yy TrpaxkaaH. [IpakTuueckuM KaKOblii COBPEMEHHBIN
10JIb30BaTe/ib IHTepHeTa MMeeT JIMUHYIO CTPAaHMUKY B OFHONM, a TO ¥ HECKOJIbKUX
COLMAJIbHBIX CEeTAX, TIJe MOKHO TIIepenuchiBaTbCsl C OPY3bsIMU, HEIUTbCS
dororpadmsivmn 1 nHOM MHGOpMaumen. OIHAKO OT TpaXKIaH, MOJb30BaTe/Iel TOM
VI MHOM COLMAJIbHOM CeTH, BCe Yallle CTaJM MOCTYMaTh 3asiBJIeHUsI B MOJIULIAIO
O MOIIEeHHMUECKNX MeMCTBUSIX HEU3BECTHBIX JIMIl, KOTOpble ITOCPEICTBOM
COLMaJIbHBIX CEeTeli OT MMEHM MX 3HAKOMbIX OOMAaHHbIM ITyTEM 3aBJiafleBaloT
IIEHEeXHBIMM CPEJICTBAMM.

Kak mpaBmio, MOLIEHHUKM OOCKOHAJIbHO M3y4YalOT B3JIOMaHHYIO CTPaHMILY
MOJIb30BATEJIg U MUIIYT OT €ro MUMEHU CaMbIM OJIM3KUM JIIO/ISIM, TOBEPUE KOTOPBIX
BbICOKO.

Utobbl obesonacuth cebst ot B3oma akkayHTa, OBK VMBJI Poccun
110 AcCTpaxaHCKO 06/1aCTU PEKOMEHIYET MPUIEePsKUBATHCS CAOYIOIIMX ITPaBUIL:

- CO3/aBaiiTe CJIOKHbIE IapoJiM, MUCIOJAb3Ysl LM(pPbI, CMMBOJbI, a TaK¥XKe
IIPOTIMICHBIE U 3arjlaBHbIe OYKBHI;

- HUKOTJa He TepexoauTe IO MOAO3PUTEIbHbIM CChLJIKaM, OCOOEHHO ecJiu
VX TIPUCJIAJI HE3HAKOMbIE JIIOU;

- IIpM BXOME Ha CBOIO CTPaHMIly, I'le HeoOXOAMMO BBECTU HaHHbIe, BCErja
CMOTpUTE Ha aJipec cailTa B MOMCKOBOM CTpPOKe Opaysepa, OH MOXXET OTJIMUYATbCs
OT OPUTMHAJBHOT'O 3HAKOM MJIM OFHOM GYKBOM M 0Ka3aTbCs (hajIbILIVBbIM.

Cxema 7. CalThbl 6eCIIaTHBIX 00'bSIBJICHUM.

Kak 6e3omacHO mo/b30BaThCs camMTamy 0ObsaBiaeHMN. C IIOMOILBIO CaliTOB
0OBSIBJIEHNI OYeHb YIO0OHO IpOoJaBaTh MM MOKYMATh TOBapbl MJIM MCKATh HOBYIO
paboty. O6 3TOM 3HaeTe He TOJbKO Bbl, HO ¥ MOILUEHHMKM, KOTOPbIE IMbITAIOTCS
3apaboTaThb Ha Ballle JOOBepuUMBOCTU. Pasbupaemcs, Kak He IONacTbCs
Ha X YJIOBKM.

Ha uyro Hamo oOpaiaTh BHMMaHuMe M 4YTO [eJlaTh, YTOObI BbIYMCJIUTD
MolleHHMKOB? [lpounTaiite o6bsiBiieHme. O6paTuTe BHUMaHME Ha CJIEAYIOIIMeE
MOMEHTbI: Tmpoduiab IpojaBlia, ONMCaHMEe TOBapa, CTOMMOCTb TOBapa,
HEeoOXOIMMOCTb BHECEHMS TTPeIOTIaThl IO OTIPaBKM TOBapa.

Ecau npopasel; 1moj J0ObIM MPEAJOTOM MPOCUAT BHECTM MpeaoIliaTy
10 OTIIPaBKM 3aKa3a, OTUIATUTDb YCJIYTY Kypbepa MM CJIYKOBI IOCTaBKU ITEPEBOOM
Ha KapTy, a He uepe3 CEepBUC OOBSIBJIEHMI, TO CKOpPEe BCEro 3TO MOILLUEHHMK.
OH O6yJeT BbIIyMbIBATh pas/iM4yHbIe MPeaJoru, 4ToObl BBIMAHUTD TeHbru. Hukorpa
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He BHOCUTE TIpeNoIjiaTy, eC/iM 3TO He MPelyCMOTPEHO CePBUCOM OOBSBIEHUA —
TOJIbKO OH MOXXeT rapaHTMpoOBaThb 0e30MacHOCTb chefiku. He nepeBoauTe neHbru
Ha KapTy IpojiaBlia — TaKMM 0Opa3soM BbI MIPOCTO JapuTe UX €€ BJajesblly. Eciam
OH OKa’KeTCsI MOILLIEHHMKOM, TO BEpHYTbh Ballli CpPe/ICTBa He YIaCTCsl.

Henpasomepusii goctyn K Exgaomy moprany I'ocyaapcTBeHHBIX
M MYHMIMIAIbHbBIX YCIIYT.

YuacTwinch cjlyyae KOr'la MOILLIEHHUMKM CTaM  paccbuiaTh  push-
yBEIIOMJIEHMSI O HEOOXOAMMOCTH BepudUIpoBaTh HOMep TenedoHa, TOATBEPAB
nacropTHble JaHHble. CchlIKa B COOOIIEHNM BeIeT Ha (PeMKOBbIM CalT MOOMIIbHBIX
OTepaTopoB, Ha KOTOPOM TIIpejJjiaraeTcs 3allojHUTh aHKeTy: Homep TeyiedoHa,
®OUO u naTy poxkaeHus.

[Tocrie 3armosiHeHMs1 cauT IepeBOAUT Ha (HEMKOBYIO CTPaHUIY BXO[a
Ha noprtan «['ocyciyru», rige mnosib3oBaTe/ib JOJKEH BBECTM JIOTMH M IapoJib
K JIMYHOMY KabuHery. Tak MOIIEHHUKM T[IOJIy4alOT ¥ JIaHHble JOCTyIa
K «['ocyciyram», u MoaTBepsKIeHHYIO0 MHMOpMalMio 06 abOHEHTe.

3aueM MOLUEHHMKM XOTAT 3autM B ['ocycnyrn? Yto OHM Tam CMOTYT
coenatb? OmHa M3 pacIpOCTPaHEHHBIX CXEM MOILLIEHHMKOB HallpaB/ieHa Ha ToO,
yTOOBI TMOJYYUTH JOCTYN K JIMYHOMY KabOMHeTy >KepTBbl Ha [‘ocyciyrax.
YTo 3JIOYMBIIUIEHHUMKM MOTYT CHejaTh, €CJM I[IoJydyaT JIOTMH WU  [apoJib
ot ['ocycayr?

3anmpocuTh KpeauTHYIO uctopuio. Camoe MeHbllee, YTO MOTYT CHeIaTh
3JIOYMBILLIJIEHHUKY — TOJYYUTb KOH(OUIEHUMATbHYI0 MH(POPMALIMIO O UesIOBEKe.
B Hee BxOomuT KpemuTHas MCTOpMS, pa3sMep cueTa B OaHKe, pasmep jgoJra (eciau
OH €eCTb), a Takke apyras GuHaHcoBasi MHQopMauusi. B manbHenileM MOILIEHHUKN
MOT'YT MCIIOJIb30BaTh 3T JIaHHbIe B JIPYTMX CXeMaX, Harpumep, IpU IOIbITKE
COOOIIUTbL O Kpaske AeHEer >XepTBbl OT JMIA COTPYAHMKA OaHKa, MOJULIUMUA MU
MB/I.

[TonyuuTh HOCTYHm K 3JEKTPOHHOM moAnMcKU. Bce wualle pasjiMuHbIe
orepauyuu C JOKYMEHTaMM MOXKHO IPOBOAMTH 6e3 JMYHOro mpucyTtcTBust. [ns
3TOr0 JOCTATOYHO MMETb HY>KHble OymMaru M 3JIEKTPOHHYIO MOAMUCh. [Tomyums
OOCTYII
K Hel, MOLIEHHWKM CMOTYT IOAJeNaTb AOKYMEHTbI UM BBITIOJIHUTbL LEJIbIA P,
IOEeCTBUI, KOTOPbIe 0OEPHYTCS AJ1s1 )KEPTBbI CEPbe3HBIMMU MPOGIEMaMMU.

Ecnu 3/1eKTpoHHAs OAINUCH MONAaJET B PyKM MOIIIEHHMKOB, OHM CMOTYT:

1. Ilepeodopmurh WM mpojaTh HEABUMKUMMOCTb >KepTBbl. OdopMuTth
Ha ee UMS KpeIuT.

2. Cpatb TOAJENbHYIO OTYETHOCTh B HAJOTOBYHO, UTOOBI ITOJYUMUTh
BO3MellleHMe.

3. 3aperucTpupoBaTh COMHUTEIbHOE IOPUANYECKOE JIULIO Ha MMS KEPTBBL.

Ha sTOoM crmicok BO3MOSKHOCTENM 9JIEKTPOHHOM TOJIICY He 3aKaHUYMBAEeTCs,
OIHAKO 3TUMM ONEpalMSIMMU MOILUEHHUKM 3aXOTST BOCIIOJIb30BaThCS C OOJIbIIEN
BEPOSITHOCTBIO.
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[Tonyuutb noctyn K auuHou mHopmauyu o yenoseke. [lopran ['ocycnyru
TaK)Xe BBICTYIAeT CBOEOOpa3sHbIM XPaHWUJIMILEM [JISI PasjMUHbIX JOKYMEHTOB
MoJTb30BaTesiel, K KOTOPbIM He MOJDKHBI MMETh JOCTYI IIOCTOpOHHMe. Tak,
Ha ['ocycnyrax xpanHsTcs nosaHbie gaHHble MUO, Homep TenedoHa, MACIIOPTHLIE
naHHble, apapec peructpauny, CHWJIC, WHH, naHHble BOOMTE/NBCKOIrO
YIOOCTOBEPEHUSI U ApPYTUe AOKYMEHThI. 3/IOYMBILIJIEHHUKM CMOTYT MCIIOJIb30BaTh
3TO B JIFOOBIX LEJIAX, TaK KaK MHOTMX M3 3TUX HOKYMEHTOB Yy)Ke AOCTATOYHO IJIs
MO TBEPKAEHUS IMUHOCTY U COBepLIeHMsT (PMHAHCOBBIX ONepaLuii.

C 9TMMM JaHHBIMU 3JI0YMbILLIJIEHHUKM CMOTY'T:

1. 3aperucTpMpoBaThb  3JIGKTPOHHbIE  KOIUEJbKM  [JI1  TIPOBEOEHMS
MOILEHHNYECKUX ONepaLmii.

2. ObopMUTDL KpeIuT WM MUKPO3aiM.

3. OdopmuTh OHNAMH-3asABJIEHME O TMEPEeBOJIe CPEJICTB ueJoBeKa B JIHOOO0M
HEroCyIapCTBEHHBIN MeHCUOHHBIN (OH/, YTOOBI ITOJTYUMUTh BO3MEIIeHNeE.

4, MauunyjupoBaTb JMYHOM MH(pOpMALMe O YeJOBeKe B IpPYyrux
MOILIEHHUYECKUX CXeMaX.

Odopmuts eSIM ¢ nmomoupio ['ocycnyr. Elle oguH ckopee HENMpPUSITHBIN,
yeM OITaCHBIM BapyaHT — MOILIEHHUMKM O(OpMAT Ha MMs ToJib3oBaTens eSIM
yepes mopran [ocycayr. Orta yoayra TMOAAEPKMUBAIOTCS — HECKOJIbKUMU
orepaTopaMy CBSI3Y M TTPOBECTY ONEpalMI0 MOKHO AMCTAHIMOHHO 0e3 JIMUHOTO
noceleHus: cajoHa cBs3u. M xora cam dakt odopmienus moineHHukamu eSIM
MOXXET He BbI3bIBaTb OCOOBIX  OIACEHMI, M3BECTHbI  CJy4au, Korja
3JIOYMBIIIIJIEHHUKM TT0ocie odopmiiermss SIM-KapThl NpMBSI3bIBaIM HOBBIM HOMED K
GaHKOBCKOMY MPOQMJIIO KePTBbI B TOM 4YMCJIe M3-32 XaJaTHOCTU OAaHKOBCKUX
paboTHMKOB. Takske MpobieMoil MOXKeT CTaThb MaccoBoe odopmieHne eSIM-kapr
Ha MMSsI )KEPTBbI, KOTOPbIe B JajibHeiIlIeM OYyIoyT UCIO/Ib30BaTbCS HEM3BECTHBIMMU
IJIS IPYTUX MOLIEHHUUECKUX CXEM.

Kak npoTuBoCTOSITH BO31eMCTBUIO TeIe()OHHBIX MOIIIEHHUKOB?

Terepb, Korjga BbI 3HaeTe, Kakue TIPUEMBI BO3JIENCTBUSI MCITOJIb3YIOT
MOILIEHHMKY, BaM OyIeT Ipollle UM IIPOTUBOCTOSITh, 3aIIOMHUTE CaMOe€ IJIaBHOE:

- Tlpeskne uem BBIMOJIHATH JIIOObIE YKasaHMs, IMOJIydeHHble 1o Tejnedony,
BO3bMUTE I1ay3y, CHOejaiTe TPy TIJIYOOKMX BIOXa-BbIAOXA, IMO3BOHUTE OJM3KMUM
JIIOASIM M OOCYIUTE C HUMM CJIOXKUBLIYIOCS CUTYaIMIO.

- Eciu Bam 3BOHST OT MMEHM Balller0 POACTBEHHMKA WMJIM 3HAKOMOTO U
MIPOCSIT TIePEeBeCTH IeHbI'M CBSKUTECh C HUM JIMYHO. Jlake ecyin OH He TOAXOIUT
K TesepoHy — 3TO enié He MOBOJ, HEME/JIEHHO MepeBoaAnTh neHbru. [lomoskaure,
ITIOKa OH MEePEe3BOHMUT, UJIM PasbIllMTE ero uepes ooOIxX 3HAKOMbIX.

- IlaHHBIe O BalIMX OAHKOBCKMX CYETax, HOMEpP KapTbl, NMUH-KOH, WU
CVV/CVC/CVP- kog, kog 3 CMC n mo6bie apyrue cBeeHus 51 COBEpILIeHUs
GAHKOBCKOTO MepeBo/ia HeJlb3s1 COO0IIaTh HUKOMY.

- Bbl HMKOrga He MO)KeTe ObITh YBEpEeHbI B TOM, UTO NO3BOHMBILUNMIA BaMm
YyeJl0OBeK — MMEHHO TOT, KeM npexacraBisercs. Eciaum BaM  moCTynmi
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MTO/IO3PUTEJIbHBIN 3BOHOK, ITOJIOSKUTE TPYOKY ¥ Tepe3BOHUTE CaMy B OPraHM3aLMIo,
OT MMEHM KOTOPOM K BaM OOpaTUJINUCD.

- Hu 6aHKM, HUM TOIULIMS, HU JpyrMe OpraHM3alyy He PellaroT BOIPOCHI
no TenedoHy, OCOOGEHHO B CpoOYyHOM Topsake. Jlaxke eciu BamM yIrpoXKaroT
YTOJIOBHOM OTBETCTBEHHOCTBHIO 3a OTKa3 COTPyAHMYATL — 3HAWTE, YTO
TeseOHHbIE YI'PO3bI
HE MMEIOT HOpUANYECKoi cuibl. Ec/iv BaM MOCTYMWI MOAO3PUTENIbHBIN 3BOHOK,
TMOJIOXKUTE TPYOKY U MEePe3BOHUTE CaMM B OPraHM3alyio, OT MMEHM KOTOPOM K BamM
0OpaTUIINCD.

Kakwue ¢hpasbl IpoOM3HOCIT TOTBKO MOIIEHHUKN?

K cuacTtbio, MOILIEHHMKM pabOTalOT IO CKPUIITAM, B KOTOPBIX YETKO
IIPOITMCAHO, Kakyue (¢pasbl OHM OOJDKHBI HpoM3HOCUTL. Ilo sTmM ¢pasam Bbl
MOYKEeTe UX OIpee/UTh.

BoT ocHOBHBIE:

1. [JaBaiiTe yTOYHMM BalllM [JAaHHbIE: HA30BUTE€ HOMEp CBOEro IacIiopTa,
HOMep GaHKOBCKOM KapThl.

2. CKOJIBKO Y Bac CYETOB B Halllem OaHKe?

3. YTOouHMTE 6GaslaHC KayKIoro Balllero CUera.

4. B kakux ewé 6aHKax y Bac ecTb cuera’?

5. Ham Hamo coctaBuTh 3asBKY MO (akTy MOUIIEHHUYECKUX [EeMCTBUMA.
Kaky1o 3asBKy 6yIeM COCTaBJ/ISITh: OOBIUHYIO MJIM S3KCTPEHHYIO?

Hanomuuaem:

1. Hacrosimmit coTpyaHMK 6aHKa BUAUT B MHGOPMALMOHHOM CUCTEME BCe
IaHHbIe KJIMeHTa, MH(OPMAILMIO O ero cueTax M KOJIMYECTBE JeHer, KOTOpble Ha
HUX HaXOHSTCS.

2. banku paboTaloT aBTOHOMHO, COTPYJIHMK OZHOrO OaHKa HUMKAK HE MOXKXET
MOBJIMSATD HA TO, UTO IMTPOMCXOAUT B IPYTOM OaHKe.

3. Ecmm 6aHK 3amomospui, YTO C BalllMM CYETOM COBEpPIIAKTCS
MOIIIEeHHMYEeCKMEe IeVICTBMS, OH 3a0JIOKMPYET CUET 6e3 BCSKOI 3asBKMU.

Kak He monacTbcst Ha yJI0BKM adepucTOB.

Poccuiickue Tmonb30oBaTeNM B MOCJAEAHME TOMbI JOCTATOYHO YacCTO
MOMAJAIOTCS Ha YJIOBKM KUOEPIpPEecTyMHMKOB U TeJIe(OHHBIX MOIIEHHUKOB,
VICTIONTb3YIOIIMX HE TOJIbKO METOAMKMA COLMAJIbHOW MHXXEHEPUM, HO U IPUEMBI
TUITHO3a, YTOOBI 3aII0JIyYUTh JEHbI'Y C TTOTEHIMATbHOM JKEPTBBI.

Adepuctbl MOT'YT UCIIOJIb30BAaTh BCEBO3MOKHbIE BbIIyMaHHbIE JIET€HIbI JIJIsI
npeJiora repeBojia AeHEeKHbIX CPeICTB, IPEeCTaB/IsIICh P 3TOM COTPYIHUKAMU
HEKMX CepPbE3HbIX I'OCCTPYKTYP.

Hanomuuaem, cOTpyIHMKY TTOTMINY HUKOTIA HE OyIyT:

- 3BOHUTh I'pakgaHaM U 3asBJISITb, YTO TEM HEOOXOAMMO MPUHSITh y4acTue
B HEKOM OIlepalyy 1o 3a/Iepy>XaHUI0 MOILIEHHMKOB MJTM MHBIX IIPECTYITHUKOB;

- Tpe6oBaTh UM MPOCUTD I'Pak[aH BbIIOJHUTH MEPEeBOJ, JeHEKHBIX CPEeICTB
Ha Kakue-mbo pe3epBHble cYeTa, O(MOPMUTb KpPEOUT ¥ COBEPIIUTb WHbIE
OaHKOBCKME OIlepaLyin.
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Kpome Toro, Llentpanbhbiii bank Poccun He 3aHMMaeTCss COTPYAHUYECTBOM
¢ GU3MUECKMMU JIMIIAMU, HE OTKPbIBAeT UM KaKue-amMb0 pacuéTHbie M OaHKOBCKME
cueTra, He MMeeT HUKAKUX «CIelMabHbIX» UM «6e30IacHbIX» CUETOB.

Ecin KkTto-TO 1o TenedoHy MaM B ceTu VIHTEpHET NpPOCUT BbIMOJTHUTH
IepeBOJ, [EHEXHbIX CpeNCTB Ha II0JOOHbIe cyeTa, TO HeOOXOOMMO CPOYHO
MpeKpaliaTh OOIeHMe C TaKUM 4YeJ0BEKOM, MOCKOJbKY co 100% BepoSTHOCTBIO
9TO MOIIIEHHUK.

370YMBILJIEHHMKM ~ aKTMBHO  paCChLIAIOT IO  3JIEGKTPOHHOM  IIOUTE,
B COLMAJIbHBIX CETAX M MECCEHKepax COOOLLEHUSI POCCUIICKMM IIOJIb30BaTeJISIM
C IpeNjoXXKeHMEeM O IOJYyUYEeHUM I[IOCTPaJaBILIMM OT IIPOBEIEHMSI BOEHHON
crieLiornepanyy BCeBO3MOXKHBIX KOMITEHCALIMI OT roCyapCTBa.

[Ipu 3TOM 3710YMBILIJIEHHMKY B paMKaxX peaiM3alyy TaKMX MOIIEHHNIECKUX
CXeM MOTYT IIpPeACTaB/SITbCS COTPYAHMKAMM PasMUHbIX O6JaroTBOPUTEIbHBIX
(boHIOB, MPaBOOXPAHUTE/IbHBIX OPTaHOB ¥ TOCYIAPCTBEHHBIX CTPYKTYP.

B cBoux cooOuieHusIX adgepucTbl IPOCSAT 3aMHTEPECOBAHHBIX TI'pakaaH
CBSI3aTbCSI C HMMM 4Yepe3 JIMUHbIE COOOILEHUSI B COLMAILHOM CETU WU
B MeCCEeH/I3Kepe, UTOObI MOKHO ObIJIO 3aMOJHUTh AHKEThI «OT MEPBOI0 JIMLA».

HacrositenbHO He peKOMeHAyeM BepUTb B MOJOOHbIE COOOIIEHNS,
HalpaBjIeHHbIe  MCK/IIOUMTE/IbHO HA  BbIBeIObIBaHME  KOH(MAEHLMAILHOM
uHbopMaluu MO0 CKJIOHEHME K TepeBOAy IOl Ppas/JMUYHBIMMU MpeaoraMmmu
IEHEeXXHBIX CPEJICTB.

O6pamlaeM BHMMaHue, UTO MHpopmanusgs o000 BceX BO3MOXKHBIX
KOMIIEHCAIMSIX TpeCcTaB/ieHa B OTKPHITOM AOCTyIle Ha OGUIMAIbHBIX pecypcax
M CTpPaHMLAX COLMAJbHBIX CeTeil MPO(MIbHBIX TOCYJAPCTBEHHBIX YUpEXKIEHWUN,
B TOM YMCJIE ¥ PErMOHaIbHbIX BEJIOMCTB.

Kak 3alliMTUTBLCS OT pas3IMYHbIX KMOEPNpPecTYIHbIX M (QUIIMHIOBBIX CAMUTOB.
YTro ceromHs KpaiHe aKTyaJlbHO B VYCJIOBMSX IIMPOKOTO PacIpoCTpaHEeHUs
pas/IMUHBIX MOLIEHHMYECKUX CXEeM, HallpaBJe€HHbIX HA MPUHYKIEHNE POCCUMCKUX
rpak/iaH K CKauMBaHMIO COMHMTEIbHOTO IMPOrpaMMHOT0 0OecriedeHns ¥ BUPYCOB.

Ins obecreueHus BBICOKOT'O YPOBHSI 3allUThl OT (DMILMHIOBBIX PECYpPCOB
HEOOXOIMMO, TIpekJe Bcero, oOpaTMThb BHMMaHMe Ha aJpec cauTa
1 €r0 COIepsKaHue.

K ocHOBHBIM INpu3HaKaM, C IMOMOILbIO KOTOPbIX MOXXHO TOYHO YCTaHOBUTD
(daKT HaXOKIEeHMUSI Ha OTKPOBEHHO MOIIEHHUYECKOM PeCcypce, OTHOCSATCS:

- HEeNMpaBUJIbHO HaINMCaHHbIe (JOIMOJHUTE/IbHbIE CUMBOJIbI, UUMPLI U T.I.),
oA o3puTe/ibHbIe MK HeroHsaTHbIe URL-anpeca;

- orcyrcrBue SSL-ceprudukara y pecypca; HaJIuMuMe OLIMOOK B
rpaMMaTuke, opdorpaduu, ausarHe mpu opOpPMIEHUM U HAIIOJTHEHUM CalTa;

- CChUIKM Ha CKauMBaHME Kakoro-ambo (aizia, WMHTEPeCcymrIlero
0JTb30BaTeJIst, CO CTOPOHHEro pecypca.

HacTtosiTebHO He peKOMEHAYETCS MepPexXOauTh II0 KOPOTKMM CChLIKaM
C MOIMYJISIPHBIX CEpPBUCOB, TakKuX Kak bit.ly mam goo.gl, nake B Tom ciydae, eciau
OHM TMPUXOIAT OT OJIM3KMX M 3HAKOMBIX, IIOCKOJIbKY aKKayHTbI IOCAEIHUX MOTYT
OBbITH CKOMITPOMETUPOBAHBI.
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Ecnu BpemoHOCHOe mporpaMMHOe obecrieueHyue CKayaHo Ha TenedOH uian
KOMITbIOTEpP, HAUUEr0 CTPALLHOI'O B 3TOM HET.

OcHoBHasi npobsiema OyJeT 3aK/JHOYaThbCs B TOM, ecau 3TOT (ain Oymer
OTKPBIT Ha ycTpoicTBe. B maHHOM cilyuyae HeOOGXOAMMO Kak MOKHO ObICTpee
OTKJIFOUUTDb YCTPOMCTBO OT MHTEPHETA.

B curyauun, ecsim dain eiié He 3amyllieH, TO HeEOOXOAMMO IPOBEPUTH
€ro € MOMOIIbIO CHelMaIM3UPOBAaHHbIX CATOB /I aHa/M3a (aityioB U CChIJIOK.

VMBI, Poccum o AcTpaxaHCKOW 00/1aCTH



